Identifying Procurement Fraud in Defense Agencies:  An Analysis of the Government Purchase Card Program by Rendon, Juanita M.
Calhoun: The NPS Institutional Archive
Reports and Technical Reports All Technical Reports Collection
2011-05-11
Identifying Procurement Fraud in
Defense Agencies:  An Analysis of the
Government Purchase Card Program
Rendon, Juanita M.
http://hdl.handle.net/10945/33629
Identifying Procurement Fraud in Defense     
Agencies: An Analysis of the Government 
Purchase Card Program  






• Government Purchase Card Program (GPCP) 
• Introduction
• Government Purchase Card Program (GPCP)
Background
• GPCP Incidents of Fraud
     
Background
• GPCP Incidents of Fraud
• GPCP Fraud Indicators
• GPCP Internal Control Issues
   
• GPCP Fraud Indicators
• GPCP Internal Control Issues
• Recommendations
• Summary and Conclusion
   
• Recommendations
• Summary and Conclusion
• Areas for Further Research
  
• Areas for Further Research
Overview Introduction
• Introduction
• Government Purchase Card Program (GPCP) 
• Purpose: To identify procurement fraud indicators in 
Defense agencies, specifically in the area of
Background
• GPCP Incidents of Fraud
       
Government Purchase Card Programs (GPCP). 
• As of 2006, the GPCP was 8 times larger than the next 
• GPCP Fraud Indicators
• GPCP Internal Control Issues
largest PCP in the world (Fischer, 2006)
The Ge eral Public 
• Recommendations
• Summary and Conclusion
• De ands better stewardship
• Efficient management of funds
• Areas for Further Research• Greater accountability for resources by 
government organizations 
(Mills, Normand, & Palmer, 2008)
Overview
Highlights
Government Purchase Card Program
Background
• Introduction
• Government Purchase Card Program (GPCP) 
– 1982: President Ronald 
Reaga  issued an 
– Key Players in GPCP:
– Progra  Coordinators
Background
• GPCP Incidents of Fraud
Executive Order 
– 1986: Charge card first 
il bl
– Approving Officials or 
Certifying Officials
Cardholders
• GPCP Fraud Indicators
• GPCP Internal Control Issues
ava a e
– 1994-2010: GPCP grew  
from less tha  $1 Billion 
–
– GSA SmartPay Program: 
– over 350 agencies
• Recommendations
• Summary and Conclusion
to over $30 Billion
– Goals: Decrease admin. 
d
– Citibank, JP Morgan 
Chase; U.S. Bank
– Types: Purchase travel
• Areas for Further Research
procurement costs, re  
tape, & lead time 
(streamline process)
 , , 
fleet, integrated
– Spend: $30 B
T ti 100 M
– Micro-purchases : $3,000
– ransac ons:  




Government Purchase Card Program
Background (Cont.)
• Introduction
• Government Purchase Card Program (GPCP) 
vers g t                              
 Office of the Under 
Secretary of Defense for
 Office of Charge Card 
Management within General
Background
• GPCP Incidents of Fraud
    
Acquisition, Technology, & 
Logistics 
   
Services Administration 
(GSA) oversees the SmartPay
P
• GPCP Fraud Indicators
• GPCP Internal Control Issues
 The Purchase Card 
Program Management 
Office ( CPMO) reports to 
rogram
 Federal Acquisition 
Str amlining Act of 1994
• Recommendations
• Summary and Conclusion
the director of 
OUSD(AT&L)
 D f P d
 OMB Circular A-123 
Appendix B Revised 
“Improving the Management
• Areas for Further Research
e ense rocurement an  
Acquisition Policy (DPAP)
 Defense Acquisition
   
of Government Charge Card 
Programs” 
 FAR P t 13  
University (DAU) provides 
training
 ar  
 DoD PC Guidebook (2009)
(GSA, 2011)
Overview
GSA S i i
Government Purchase Card Program
Background (Cont.)
• Introduction
• Government Purchase Card Program (GPCP) 
 tat st cs                              
 As of FY 2001, DoD
Agencies used purchase
 DoD Charge Card Task 
Force (2002) (estimated $20
Background
• GPCP Incidents of Fraud
   
cards for over 95% of 
qualified transactions 
     
saving per transaction)
 Other studies estimate saving 
t b $54 $92 t ti
• GPCP Fraud Indicators
• GPCP Internal Control Issues
 Only 2% of total federal 
government spending are 
purchases under $2,500, but 
o e  -  per ransac on
 2010 Est. savings $7.1B
 Average government 
• Recommendations
• Summary and Conclusion
constitute over 85% of total 
procurement transaction 
volume
purchase card transaction has 
increased from $436 in 1997 
to $779 in 2008
• Areas for Further Research In FY 2010, DoD was top 
agency with program spend 
   
of over $13B (44% of total 
spend) ((Palmer, Gupta, & Dawson, 2010; GSA, 2011)
Overview
Government Purchase Card Program
Background
• Introduction
• Government Purchase Card Program (GPCP) 
Background
• GPCP Incidents of Fraud 22 M670 T
• GPCP Fraud Indicators
• GPCP Internal Control Issues
$20B
• Recommendations
• Summary and Conclusion
260 T
• Areas for Further Research
2010
Source: GSA SmartPay Performance Summary retrieved from https://smartpay.gsa.gov    
Overview GPCP Incidents of Fraud
Source: (GAO, 2008, March)
¾N t itt d b
• Introduction
• Government Purchase Card Program (GPCP) 
o  perm e  y 
law, regulation, or 
agency policy
Background
• GPCP Incidents of FraudFRAUDULENT IMPROPER 
• GPCP Fraud Indicators
• GPCP Internal Control Issues¾Unauthorized
• Recommendations
• Summary and ConclusionABUSIVE
¾Intended for personal use
¾Intentional/Deliberate
¾Deceive/Falsify/Omit 
¾D fi i t/i i t





e c en nappropr a e 
use of authority or position
¾Mismanagement
¾Non prudent behavior
Source: (GAO, 2008, March)





Overview GPCP Incidents of Fraud
Source: (GAO, 2008, March)
• Introduction
• Government Purchase Card Program (GPCP) 
Background
• GPCP Incidents of Fraud
• GPCP Fraud Indicators
• GPCP Internal Control Issues
• Recommendations
• Summary and Conclusion
• Areas for Further Research
Source: (GAO, 2008, March)
Overview GPCP Incidents of Fraud (Cont.)
Source: (GAO, 2002, June, p 44)
• Introduction
• Government Purchase Card Program (GPCP) 
Background
• GPCP Incidents of Fraud
• GPCP Fraud Indicators
• GPCP Internal Control Issues
• Recommendations
• Summary and Conclusion
• Areas for Further Research
Source: (GAO, 2002, June, p 44)
Overview GPCP Fraud Indicators
/ i• Introduction
• Government Purchase Card Program (GPCP) 
Red Flags Fraud Ind cators
Individual Level
Situational (Incentive) Opportunity Red Flags
Background
• GPCP Incidents of Fraud
High personal debt or losses Familiarity with operations and 
position of trust
Li i b d ’ Cl i ti ith
• GPCP Fraud Indicators
• GPCP Internal Control Issues




• Summary and Conclusion
Excessive Use of alcohol or liquor Too much trust in key employees
Perceived inequities in the  Weak or dishonest personnel 
• Areas for Further Research
organization evaluations
Resentment of supervisors Inadequate training programs
Inadequate income or greed Rapid turnover of key employees             
(Source: Air Force Audit Agency, 1997) 
Overview GPCP Fraud Indicators (Cont.)
• Introduction
• Government Purchase Card Program (GPCP) Organizational  Level
Red Flags/Fraud Indicators
Background
• GPCP Incidents of Fraud
Related party transactions
Poor accounting recor s
• GPCP Fraud Indicators
• GPCP Internal Control Issues
Poor internal controls
I experienced pe ple in k y positions
• Recommendations
• Summary and Conclusion
Reluctant t  give auditors needed data
Continuous problems with inspectors
• Areas for Further ResearchInadequat  staffing in critical positions
(Source: Air Force Audit Agency, 1997) 
Overview GPCP Fraud Indicators (Cont.)
DoD IG Purchase Card Fraud Indicators
• Introduction
• Government Purchase Card Program (GPCP) 
Numerous missing invoices, 
receipts, and purchase 
Pattern of repeat favoritism to a 
specific vendor or group of 
     
Background
• GPCP Incidents of Fraud
justifications. vendors. 
Purchases fall slightly below, the 
purchase threshold of $3,000.
Cardholder and vendor have the 
same name. 
• GPCP Fraud Indicators
• GPCP Internal Control Issues
Cardholder makes unauthorized 
week-end or evening purchases. 
Similar invoices from different 
vendors. 
Separated employees continue Purchased items are not
• Recommendations
• Summary and Conclusion
   
to make purchases using the GPC.
    
recorded in inventory records
Inadequate separation of duties 
such as cardholders approving
Pattern of suspect cardholder 
purchases from unauthorized
• Areas for Further Research
    
their own purchase authorizations. 
   
vendors such as clothing stores
An excessive number of 
dh ld i d t
Pilferable items are repeatedly 
t d l t i i t lcar o ers are ass gne  o one 
approving official.
repor e  as os , m ss ng, or s o en. 
(Source: Purchase Card Fraud Indicators, DoD IG, 2010)
Overview GPCP Internal Control Issues
• Introduction
• Government Purchase Card Program (GPCP) Common Threads in GAO and IG reports:W k I l C lBackground
• GPCP Incidents of Fraud
ea  nterna  ontro s
Existing Internal Controls
l i l d• GPCP Fraud Indicators
• GPCP Internal Control Issues
not proper y mp emente
Standards for Internal Control
i h F d l G (1999)• Recommendations
• Summary and Conclusion
n t e e era  overnment 
Serious breakdowns in internal controls 
GPCP l
• Areas for Further Research
over s can eave government 
agencies vulnerable to fraud and abuse
(GAO, 2001)
OverviewGPCP Internal Control Issues (Cont.)
• Introduction
• Government Purchase Card Program (GPCP) Federal Agency Number of Reports Issued
DoD Audit Coverage Report (FY1996 - FY2001) 
Background
• GPCP Incidents of Fraud
General Accounting Office 3
DoD Inspector General 3
• GPCP Fraud Indicators
• GPCP Internal Control Issues
Army Audit Agency 32
Naval Audit Service 1
• Recommendations
• Summary and Conclusion
Air Force Audit Agency 255
Defense Agencies Inspector 27
• Areas for Further Research
General & Internal Review 
Offices
Army Internal Review Office 61   
Source: (“DoD PCP Audit Coverage,” 2001)
OverviewGPCP Internal Control Issues (Cont.)
• Introduction
• Government Purchase Card Program (GPCP) 
Identified Systemic Issues (FY1996 - FY2001)
¾Account Reconciliation and Ce tification (88 reports) 
Background
• GPCP Incidents of Fraud
¾Administrative Controls (70 reports)  
¾Management Oversight (115 reports) 
¾Property Accountability (79 reports)
• GPCP Fraud Indicators
• GPCP Internal Control Issues
    
¾ urchase Card Use (50 reports) 
¾Purchases (222 reports) 
¾S i f D i (22 )
• Recommendations
• Summary and Conclusion
eparat on o  ut es  reports  
¾Training (52 reports) 
• Areas for Further Research
(“DoD PCP Audit Coverage ” 2001)   ,  
Overview Recommendations
• Introduction
• Government Purchase Card Program (GPCP) (1) Improve Controls over the Segregation Of Duties
Background
• GPCP Incidents of Fraud
(2) Improve Training of Cardholders and Approving Officials
(3) Improve Oversight of Its Purchase Card Program
(4) Implement Existing Internal Control Policies and Procedures
• GPCP Fraud Indicators
• GPCP Internal Control Issues
       
(5) Monitor and Improve weak Internal Control Procedures
(6) Improve span of control for approving officials
(7) M k b tt f b k l t i t l
• Recommendations
• Summary and Conclusion
 a e e er use o  an  e ec ron c oo s 
(8) Provide anti-fraud training
(9) Require credit worthiness evaluations for all cardholders,
• Areas for Further Research
not just travel cardholders
(DoD IG, 2002; GAO, 2008;  “DoD IG USAID audit,” 2002)
Overview Areas for Further Research
• Introduction
• Government Purchase Card Program (GPCP) Expand on the identified fraud indicators in :
Background
• GPCP Incidents of Fraud
 by developing an assessment tool
to help identify fraud vulnerabilities
i GPCP i f d l i• GPCP Fraud Indicators
• GPCP Internal Control Issues
n s n e era  agenc es
 Conduct an analysis by specific government agencies
• Recommendations
• Summary and Conclusion
      
such as Navy, Army, Air Force, etc.
• Areas for Further Research
Overview Summary/Conclusions
• Introduction
• Government Purchase Card Program (GPCP) 
• Federal Government officials, such as approving officials 
and cardholders, in the GPCP
h ld bli t tBackground
• GPCP Incidents of Fraud
• o  a pu c rus
• are expected to meet the highest ethical standards.
• Every dollar that is fraudulently spent takes away from
• GPCP Fraud Indicators
• GPCP Internal Control Issues
         
funds that could be spent on goods and services needed to 
meet the mission of federal agencies in support of the 
ll l f bli i h A i l
• Recommendations
• Summary and Conclusion
overa  goa  o  pu c serv ce to t e mer can peop e
• Taxpayers should not be footing the bill for fraudulent and 
abusive purchases
• Areas for Further Research
 
• Senator Charles Grassley and others in Congress introduced 
the bill “Government Charge Card Abuse Prevention Act of 




(831) 656 2444 -
20
Overview References
Ai F A dit A H db k (1997) R t i d f
• Introduction
• Government Purchase Card Program (GPCP) 
r orce u  gency an oo  . e r eve  rom
http://www.dodig.mil/I spections/APO/fraud/AFAAFraudHandbook.pdf
Department of Defense (DoD) Charge Card Task Force Final Report. (2002, June 27). 
Background
• GPCP Incidents of Fraud
Retrieved
from http://comptroller.defense.gov/charge_card_tf_final.pdf
DoD Inspector General. (2010). Purchase Card Fraud Indicators. Retrieved from
• GPCP Fraud Indicators
• GPCP Internal Control Issues
http://www.dodig.mil/
Department of Defense (DoD) Inspector General (IG). (2002, March 19). Audit of 
USAID's  Governmentwide Commercial Purchase Card Program Audit Report 
• Recommendations
• Summary and Conclusion
Number 9-000-02-004-P March 19, 2002 Retrieved from 
http://www.ignet.gov/randp/cards/usaid-9-000-02-004-P.pdf
Department of Defense (DoD) (2001 December 27) Summary of DoD Purchase Card
• Areas for Further Research
    ,  .      
Program Audit Coverage. Report No. D-2002-029(PDF)-Project No. D2001PA-
0185.000  Retrieved from http://www.dodig.mil/Audit/reports/fy02/02029sum.htm
Fischer, D. (2006, May). A growing method of payment evolves online. Contract 
Management. 46(5), 42-48. 
Overview References
S 300 (2011) G t Ch C d Ab P ti A t f 2011 S 300 112th
• Introduction
• Government Purchase Card Program (GPCP) 
. . . overnmen  arge ar  use reven on c  o  . . ; 
Congress. Retrieved fr m http://www.govtrack.us/congress/bill.xpd?bill=s112-300
Government Accountability Office (GAO). (1999, November). St ndards for internal 
Background
• GPCP Incidents of Fraud
control in the federal government (GAO/AIMD-00-21.3.1). Retrieved from 
http://www.gao.gov/special.pubs/ai00021p.pdf
Government Accountability Office (GAO) Testimony (2001 July 30) Purchase
• GPCP Fraud Indicators
• GPCP Internal Control Issues
    . ,  .  
cards: Control weaknesses leave two Navy units vulnerable to fraud and abuse (GAO-
01-995T). Retrieved from http://www.gao.gov/new.items/d01995t.pdf
• Recommendations
• Summary and Conclusion
Government Accountability Office (GAO). (2002, May 1). Government purchase
cards: Control weakn sses expose agencies to fraud and abuse (GAO-02-676T). 
Retrieved from  http://www.gao.gov/new.items/d02676t.pdf
• Areas for Further ResearchGovernment Accountability Office (GAO). (2002, June). Purchase cards: Control weaknesses Leave Army vulnerable to fraud, waste, and abuse (GAO-02-732). 
Retrieved from  http://www.gao.gov/new.items/d02676t.pdf
Overview References
• Introduction
• Government Purchase Card Program (GPCP) 
Government Accountability Office (GAO). (2008, March). Governmentwide purchase 
cards: Actions needed to strengthen internal controls to reduce fraudulent, improper, 
and abusive purchases (GAO-08-333). Retrieved from http://www.gao.gov
Background
• GPCP Incidents of Fraud
GSA SmartPay Program Statistics (2010) Fiscal Year 2010 Executive Summary. 
Retrieved from 
htt // t / it /d f lt/fil / i /2010%20E ti %20S
• GPCP Fraud Indicators
• GPCP Internal Control Issues
ps: smar pay.gsa.gov s es e au es wys wyg xecu ve ummary.
pdf
GSA SmartPay 2 Program. (2010, November 16). Retrieved from
• Recommendations
• Summary and Conclusion
http://www.gsa.gov/portal/content/104616
GSA SmartPay Statistics. (2011) Retrieved from
https://smartpay gsa gov/about gsa smartpay/program statistics
• Areas for Further Research
. . - - -




• Government Purchase Card Program (GPCP) 
GSA SmartPay Cardholder Data. (2011) GSA SmartPay program fiscal year 2010 




• GPCP Incidents of Fraud
Mills, T. H., Normand, C. J., & Palmer, R. J. (2008). Governmental purchase card 
programs: A  case on the stewardship of public resources. Accounting Perspectives, 7(1) 
69-81. Retrieved from EBSCO database.
• GPCP Fraud Indicators
• GPCP Internal Control Issues
Office of Charge Card Management. (2011) Retrieved from
http://www.gsa.gov/portal/content/105080
• Recommendations
• Summary and Conclusion
OMB Circular A-123 Appendix B Revised (2009, January 15). Improving the
management of Government Charge Card Programs. Office of Management and 
Budget: Washington, DC.  Retrieved from 
• Areas for Further Research
http://www.whitehouse.gov/sites/default/files/omb/circulars/a123/a123_appendix_b.pdf
Palmer, R. J., Gupta, M., & Dawson, R. (2010). U.S. government use of commercial 
card technology: A case for change in military card distribution policy. Defense AR            
Journal, 17(3), 313. Retrieved from 
http://search.proquest.com/docview/722555622?accountid=12702
